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(57)Abstract: 

PROBLEM TO BE SOLVED: To strengthen the security of an 
internal network against an intruder from outside in a computer 
system connected to a network. 

SOLUTION: Plural fire walls 11, 12 are serially connected 
between an external network 18 and the internal network 14 
and detect intrusion linking each other. In the case of judging 
abnormality at this time, the network of the respective fire 
walls 11, 1 2 is cut off to make it possible to protect the internal 
network 14 from access to the internal network 14 from 
outside. 



19* 




BEST AVAILABLE COPY 



(19)H#B#W? (JP) 



& IS * It & 



(A) <H)WlJWiUH£W**f 

#^2000 - 216830 
(P2000-216830A) 
(43) f mn TO2^8£ 4 B (2000.8.4) 



(51) IntCl.' 
H0 4L 12/66 
12/28 
12/56 



F I 

H0 4L 11/20 
11/00 
11/20 



F-ra-r(*#> 
B 5K030 
3 10Z 5K033 
1 0 2Z 



(21)ffl|g#^ 


#S¥1 1-13977 


(71)fflHA 


000005108 










(22)m«H 


¥^11^1^22B(1999.1.22) 










(72)5g^# 










♦auiiii;ii«s#*K«ftffl89os«i 














(74)ft3A 


100068504 








#3± /hill J»f9 






F*-A(# 


■#) 5K030 GA15 HC01 HC14 HD06 








5K033 AA08 BA04 BA08 CB08 DA05 



(54) [sernozm &m7y{7V*-)v*sX7-2* 



(57) [Sfl] 

[M h7-*ic:&a£ftfcttjra->;*xAK* 

Wfbfc«^t#77'f 7*7*- JKD*y H7-**9JW 



J— 12 

— 14 





-15 




-16 






(2) 



ttH 2000-2 16830 



K7-7£rtBB*y b7-7©P B , l 

£ bTiWErtffl*-;/ h 7-7 fcSiKianfclttEW-JWI^ 
©77-te7©ft£n£fcoT> miE^-SR^y H7-7K& 

a£nfciMEtt*«©s#*ffls-r* - bfc 

#&7 7-f 7 7*-;U->7xA. 
[»*3S2] *»©j»Etm«*ia5iJC««T4ii: 
T\ ftgB*y h7-7ifl$*-.y b7-7©SS££-o 

ic-r s d t twnt e«©*a7 7-y 7-7 

fc*^T, *Efl«*? h7-^b»«snfctmc«i* 

)i§E&bfc77-fe7£ft*0LfcJ§£, *6*»i;*5r-^ 
tca»bTfc^&7£**«tt©70i:*#*»S*lfc 

h 7- 7 8tt£<fc ^rtSC* y V 7- 7 13 &flt $ tlfclWE 

«■**©*•> h v-i?mmz®Mt% ztzftwitbtz 
mm i E«<o*a7 r-f 77*-^ vxta. 

[^©§¥SBfcl89]] 

[0 0 0 1 ] 

m LfctHHiO-t+i U r-f (CM U $f fcftgflfr 6 7 7 
<77*-JU^©«Afc*WlU $bfcftgl$^©ftA£ 

[0 0 0 2 ] 

HE*©fttfi] 7-2**6 ©«A©Hj»*i: 

bT. h7-£irt«*y h 7-:7©MK:77 

'-f77*-;P*K.llb. (1) 
t*7ta— ttl&Et&tt*>lZ, (2) 77-tT7E^ 

— ifSH^-r-S^fttbTtt, -f >7-*y h<!:©ilffl 
cd7p l>n;UT*-S) TCP/IP©^- h#5T?if--traSlfi 
£U 777^ A/177- F*lfr5fcaftfc*-fl!«S 
bfc^.— !fBIEfc:«to T^fflT't Si-iffcRJfcT 

[0 0 0 3 ] *fc, 7>7-tzmm$:J%L%.m?z>i5&t 

n^££JB»C3 l xy£bJl#£«»*5#fe*. 7 7 
-f 77*-;U77 hA**^U— rW >7->77 A©*-y 

h7-7 H5-f/i*KauffiianfcTCP/i p©# 

- h #**UW© 7 7 -fc 7^©g# £&*DT3 1 1 1> t ffi 
[0 0 0 4]«(Ogft(t h7-7£rtBB 



*», 7 7-f 7'7*-JPC«A* 1 K*6nfc»'&t. 7 7 
-f77*-Jl'T?«AS:K»T4Cltl'fili5btT'vi*© 

77-f 77*-;ni«A$nx. mxzntctmb 

[0 0 0 5] i©WH©»ft«tLTtt, &§fl¥9-2 
1 8 3 7#^#©J:5t*y h?-!7to<D&A<DVr9.m 

&nfc»S©«A©ilH&*#jrr*£irt*Kb<. *fc 
[0 0 0 6] 

[»8jW**b«fc"5fcT*lltB] -f >7-*y hlw*« 

7-0£fcffl*v h7-7©^tC7 7<77*-;i/S:IS 
BU (1) ^«3S»6ftfflT#**- tf*fca-~ !f£PI 
^T5<!:tt>H. (2) 7^-fe^Eft*9b^n*l£fi 
T5di:!C=k9, h7-7^©^FIE^ftAi t rte 

[0 0 0 7] bfrU d©7 7i , 77^-JK;7J^-« 
A£ftrio77t7E®£ftb^©7j£T&SE£tifc« 
ftg«>b©ftA£ft2aT*-f, ^©77-T77*- 
J W b SB * v V 7 - 7 \Z ft A1" 5 d <h # "Tig K ft 5 1 

[0 0 0 8] #5B9i'T?tt. Sl©=fc0lC77'T 

77*-JP£«^l3M5c<iaSU Bfl©7 7'f77* 
HK0lAS£St5dtT, 77<77*-JH:ft 
A$nfedi^^a-rsc:i:T> rt«*yh7-*0» 
**K'l*»|J4«l)l*»fc-&5i:tft<.- rt«*5- H7- 
^lc?*"r-6«A**j»t«»b, rt»*yh7-^©-fc 

[0 0 0 9] 

[■w*#ftf4fc»o^ft] ±E^s^)S^-r-s>fc® 

K, **"fitt, ^«*y h7-^t»«StlT^*77 
-f77*-JP (^7 7^77*-^) trt8B*ryh7 
-7(Cg^SnTV^77i'77*-Jl' (^§877^7 
7*-^) feJ:^©r B 1©S«* ; y H7-7ic43^T> 
#77-f 77*-;HCT, fl.g&/4>b©ftA77-fc:7£® 

■a-r^geem^P^t. e^p#©77-t^->7xa©« 

ffi t a 4 © 7 7 -i ) V -> 7 x A © Kffi * ffi it ft ffi T * S 
^tt*B*St, iSK«fi|**rtW7 7'f7'7*-^ 
£tS£^®»t5*-;/^-v©i£gfi?a£*U ^ 
§87 7 -f 7 7 * -;l"\©ft A^I*lS87 7 -f 7 7 * -A? 

[0 0 10] 7"7*-^H:**bttA*<tt*e 



(3) 



#112000-216830 



SrtBP77-f79*-JPtff31#'vii»T5. -Wilt, 
ft SB 7 7 <i 7 7 * -;KBg£tt?SBiB*-e£ A S tlfc® 

h7-i>*«ifr**«, n»7 7-r 7«7*-;wo 

lE^ttllRlfr JRTft A $ fife »»*«ig» £ ttfc> >* £T 
fe, 1*3 » 7 7 -f 7.9*-;H^ LTftA* J K* 6hfc» 
ft$*7 bV-irifibftU*? h7-2^©«!&** 
-OW^lvfcft, ^SS7 7-f 79*-JI/ttSASnT 

v»*fc»n«7r-f.7'7*-;wtnw*y h7-^*« 

fib. S&fcrt»7 7-f 7V*-)V£Wm*V h*7-9 
[0011] 

TI^BJ-T^o 0114#ftBJ!£jIfflLfc#§£7 7'f 77* 

7 K>^-*7M) , 1 1 ttft»*y h7-2C# 
asnfc^W77'f79*-;PtbTOlHI«, 1214 
1*1 SB* 5/ h 7 - 7 $ nfcl*S»7 7 -f 7 7 * -JVt 

lxorxisi* 1 3ttn*»77-f77*-;i/irtW77 

-f7«7*-;Ufc»«UTV»5«S*y h7-7, 1414 
|*jg&*7 h7~7, 1 5-1 7ttrt«5*y h7-0fc« 

asnfcttm i9ttn»^©fli**fli«)fc»fl!>u— 
a- (www+i— a*. FTP-y— xm) tLxmtnmx&z. 

fcfc'U 1 9«tt»*y h7-*K#LTtt«f6«£fT 
3*-&0*R«r*tHI«T?*4. fl-8B*7 b7-7 1 
8^£>l*JgB*7 h7-7 1 4fc«Af 

[0 0 1 2] *5B9§t;:*lr>Ttt, CnST-77<77* 
-^fclSHILTUfcllBrC 2 *6H±©7 7-f 77*-;v 

£LT©tnn&£t§:gu ^tfiwisiti^t 

«©a»»c:^v»Ttt, sa&T*. *£, n-fftti l ift 
#&i 2(4. -we~n©ft^©*7 1-7-7 ktw a 

aUT«»1-ntf. — 3©ttft:t,WJ?)SC:tfcfl(BgTfe 

-So 

[0 0 13] 0 21401 «#g77-f 77*-JV->77 

ATgfflnnfii i*«fctf«-3r«i 2©mg^^T 
2 U40 1 ©itnn 1 1 ztzmm® 1 2 t 

2 21477-fe7la®g|$. 2 31477^7^3-7- 
7>. 2 4 14SI£te5lEg&$, 2 514S^ttx-7^- 
7. 2 6 14^-^U— r-C >7*v77A, 2 7 14v7xA 
a*>7*BB, 2 8147a-b7> i fggl5 > 2 9&IK2 1014 
*7 h7-7h'7l'A*. 2 1 1147 7<;bv7xASflP 
h*7-fA\ 2 1 2 141itfgf5iIgB. 2 1 3 14ttHf! 1 1 © 
«SttHlfc£tt*fl.»*9 H9-7 1 8, tf-Httl 2 



©1S140 It 43 h 7-7 1 3. 2 1 4 14 

ttg«8 1 1 ©IS (40 1 ©tgffi* 7 h 7-7 1 3 . fj-Jf 
All 2©»Stt01K:43W--5l*l«*y h7-7 1 4T* 

[0 0 14] 77-fe7l£ti^l4. r^>7*->7 
.xAfcEt&U 77-fe7l : g7 L -7>KS^UT77-fe 

-tXESWH, *^l/-7^ >7V7xA#J$OvX7 
An^>^©8BS*ESl/Ti3t), 77-b7«Sx-7 
JW©rt$tttRbTftA©tt*S*fe»1"5. SE-SttWB 
Stt. E&Pt©^77A©11f$S£K£ttx-7^-7£ 
LTjrf*>. E^Nf©g^ttx-7^-7t^fiE©->77- 

[0 0 15] fitig{SjfSB14. 7^-fe— 7©^[fl£liS# 
tffoTV>i. ftA©l5fc^v77A© 

14, t^U-T-i >7*->7xA©{£;t©*7 h7-7 H 

3*£K14. ««Bffi*fT5tt*«*SMrr**y h7 
-7 h*7-f A*14. 2 9Rtf2 1 O^JC^Stas. 
[0 0 16] 0 31401IC^LfcfmfSll lT*fT§n 
5^FiE77-t7%iB#©ttffiE!l©Ma©7a-7- J r- 

. bT&S. W*ai lT!477-fe7^^77-fe7g 
tl£fT?T439 (7x773 1) . 7 £ 9 
^E77^7#&»£nfci§£ U?773 2) . WIS 

' figffi#ft 3 7 7 < 7 7 * -JWRtflfS* K 7 7 -fc 7 
yfe-5?a*Itfr3 (7x-y73 3) . cni4, UNIX© 
sendiai ISffiffl LT77-b7®»?:ff 5 dt^'oj 

[0 0 17] 77-fe7ffla$ffofc'#> It^^llTS 

(7x7 73 4) . S^tt«B©e**WBrL (7 
7-773 5) > iE#li#©S^ttx-7^-7tiiS©1t 
Stffljt*s*-3fc»-&. gAK«koT^#d^4tfct 

(77^73 6) . C©ffiftl ; b7 7-fe7 7-7-fe-vffi^0 
©«^-tratttc:l)NIX©a^tt, sendDiail^&fflLTSA 

[0 0 18] gA^;t-/«SfrofcS[, ttfftt 
1 1 h7-7 fc»*LTV>**f h7-7 h* 

7< A^fflhTSCtT, *y hV-mWmtZ (7 
777 3 7) . 7T773 5 ©WirT-ffljlA^i^^^ 
14, 7T77'3 1 CRD, 7^-bAKffitt8Hc&5. 

[0019] 04 14. tUffil 1 2 £43lr»T. ttJtfil 1 1 
6 7 7 -t 7 ^ 7 "t - 7 51 *0 S: S W fc * □ t c * ft 3 fl 5 
I+^ll 2T©ttj8KS©ffll©7D-x-V-hTfc 



(4) 



#112000-216830 



S. WJFttl 2 ©*aeafiSfcTtt*« 1 1^S©77 

2ci5^TS£tt«B3*«. *&a»i;»e>rt. 

a&J±«TS»-&tt«B*fr'5 Uf7 7'4 2) . 
[0 0 2 0 ] S^ttttBoeaSflSrL Uf«;^4 

3) , E^ofiE^ttf-^^-^tsawflfatfta 

Mil ltfltCftA^yt-i?Siat5 Ut7 
74 4) . ZO)mmZW\I(Di§i£;\Z. sendmail£$fflL 

[0021] «x>yfe-s?©a»*ffofca. n-fftt 

1 2llff|-gttl l<h&MLTV>5*y h7-7h*7f A* 

4 5) . Xf^4 3©flfrTffiii#ft^«£li, $aa 

[0 0 2 2 ] HI 5 12, ffHHftl 2fc*Wt. ^IE&77 

*$«©&307P-3 1 + -bT;iD5. 1 213*5 

HTfe, tUMU 1 iH*K:7?-fc*E8**ifiLT*i 
0, fi-mi 2fc»1-5*jE7*-fe*#3MiU&«£ : 
Ufy^5 1) . tt)Hl 2fc2tLTttA#a<7?-fc 
a*K#«fctt, ftJMIl 2<tfrf?&l lfflSBhW— 3 

L, tr*8i 2 o*«e'a»*«wjitti i i&tf®a#ic 

1 2ttfft-*ttl 1 fc**bTV»**y h7-7 F5-f A* 
$f?±-r-5C:i:-e> *y h«7-£*«JKT5 Uxy7 

5 3). 

[0 0 2 3] 0 6 tt, tHM 1 1 Xttir*« 1 2 C£U 
T; A* yt-y*Slt»ofc»^fc«- 

in i*fctttm«i 2-enff$n^7^-fe^$ij«w 

-v , £gtt®ofc«-& Uf7^6 1)" , ftJFtttmffi 

5 Uf77'6 2) o 
[0 0 2 4] 



77-f77*-;UtUT©fH|[*SKSL, 3©§tJftI 

[01] h7-7v*xA<D£ 

[0 2 ] 01 (DWrW» 1 1 *<fctf 1 2 
^T7p-^70o 

[03] mimmmi uzm^iE7^-t^±n 

[04] BIOM-Dtflll 2tit>t7^t^>iyt-y 

[0 5] 01 ©frJftH 1 2 (I*UT^IE77 -bX^iPf 
© 7 7 -fe 7. ftijff &g<D 7 P - 5 1 \ - > o 

[0 6] 0 2<D§m$SJC:fc^T{lA^y1r-v£gttSX 
ofc«£©77il7|iffiMa©7P-3 lj r- ho 

11-^8157 7^77*-^, 12-1^97 7^70* 
-Jk 1 3 h7~7, 14-ft«*yh9r 

7, 1 5-1 7 1 8-^»*y b7~7, 1 
9-«.«fll«5Bfll©fc»©ttJHi, 2 1-77^77* 
-;k 2 2-7^-fe^Eliffl., 2 3-7.i7t7flf- 
7)k 2 4-S£ttlM8fl., 2 5-i^ttf-^^- 
7, 2 6-:*^k-x4 >7*v7.xA. 2 7-->7xA 
P^>^Bf, 2 8-7*a-b^fpg«, 2 9-2 10-4 
7h7-7h*7-fA* 1 2 1 l"-7 7-OUv7,T-AffiJfPF 
2 1 2 13-21 4 h 

7-7, 3 1-77t7,SIIl, 3 2-^IE77-t7 
ttA^LS. 3 3-77-tA^^-t-vji»lSaa, 3 4- 
K&ttfflBflS. 3 3 6 

-ftA^ryfe-fiiftfta. 3 7-*y h 7-£«*r*a 
3. 4 1-^7t-ySfS5I > 4 2-S£tt«B«l 
a. 4 3-llE^tttS**I8SBa, 4 4-fA^7t-7 

sama, 4 5-*vvy-$®w®m, si-*ie7 

h7-7$fr$a8, 6 l-/7t-ySfiI, 
6 2-47 h7-*«JWfilg. 



[06] 



as 



START 



-61 



END 




&M2000-216830 











-11 



213- 



I hiB I H |-n 



[02] 

02 



22H 

23 



26 H 
27 
28 

29- 



-21 



-24 



25 



j+210 



214 



-212 



[0 3] 



H3 



START 



7?-b*g£& 



-31 



as 



-33 



[114] 



| START j 



[05] 
DQ6 



START 



-41 



-42 



-34 





•38 



*JE7?-feA**D 




• 










\ 





~51 



r~52 



-53 



*Mfr77-f7*:t— JMltf -44 



END 



-37 



END 



This Page is Inserted by IFW Indexing and Scanning 
Operations and is not part of the Official Record 

BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of the original 
documents submitted by the applicant. 

Defects in the images include but are not limited to the items checked: 

Q BLACK BORDERS 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 
{^FADED TEXT OR DRAWING 

BLURRED OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES 

COLOR OR BLACK AND WHITE PHOTOGRAPHS 

□ GRAY SCALE DOCUMENTS 

□ LINES OR MARKS ON ORIGINAL DOCUMENT 

Q REFERENCE(S) OR EXHDBIT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: — — — • . — • 

IMAGES ARE BEST AVAILABLE COPY, 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 



